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A data breach can damage fundraising for years. Here’'s how to regain trust through honest

communication, proactive updates, and consistent security.
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Senior Editor, Fundraising
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In November Princeton University’s donor database was breached, exposing email addresses, phone
numbers, street addresses, and information about donations. That was less than a month after those
claiming responsibility for a breach at the University of Pennsylvania released thousands of files
including memos about donors. Large nonprofits including Catholic Charities divisions and the
Salvation Army, have also experienced data losses.

It is clear that hackers know that nonprofits keep troves of data on their donors that has great value.
And though attacks are more common, that doesn’'t make them any less traumatic for those affected.
These breaches can quickly undermine trust in the organization, which can dampen fundraising, say
experts.

But even in the face of such a public failure that affects such a sensitive and important group as its
supporters, there is a lot that organizations can do to mitigate the damage and rebuild relationships
with their donors. Princeton declined to discuss its data breach or the methods it is using to rebuild
trust, but several experts told the Chronicle that nonprofits can recover through transparency,
targeted messaging, and building a new track record of care.

The Reputational Harm of Donor Database

Data breaches have increased in frequency in recent years, reaching more than 3,100 incidents and

resulting in 1.3 billion breach notices sent to consumers in 2024 — the most recent year for which data
is available.
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However, just because people are hearing about these incidents more often, doesn’t mean they care
any less when it happens to them. The BBB Wise Giving Alliance surveyed charity donors about trust
in their 2025 Give.org Donor Trust Special Report. Twenty-eight percent of those surveyed said they

would not donate to a nonprofit again if their data had been stolen from the group. A larger number, 52

percent, said they would hold off donating until they were satisfied the issue had been resolved.

“There is a significant number that would stop giving if they hear about a breach,” says Bennett Weiner,
CEO of the BBB Wise Giving Alliance.
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And while a specific length of time donors held a breach against nonprofits wasn't available in the
Donor Trust survey, there are lessons from the for-profit world, says Christoph Schiller, an author of the
research “Hacking Corporate Reputations.” The 2024 paper examined the impact of data breaches on

corporate reputations and the efforts they took to repair harm and rebuild trust.

In his research, Schiller found companies that experienced a data breach performed worse than
those that had not for as long as four years after the event. Those findings should also be applicable to
nonprofits, says Schiller. “We find that this is not just a short-term thing,” he says.

First Steps in Rebuilding Trust

Given the long-term impact that breaches can have on donors’ trust of the organization and their
desire to give, groups need to work quickly to rebuild trust. Depending on the state a nonprofit is
located in, one of the first steps organizations take may be dictated by law — 20 states have consumer
data privacy laws

“The number-one thing you have to do is follow the regulations,” Weiner says. “And if the data is across
multiple states, you're going to follow the regulations of more than just one”

Next up, give a sincere and genuine apology, says Lynne Wester, founder of Donor Relations Group, a
fundraising consulting firm. Often, she notes, organizations will try to shift blame to vendors or others
when really they need to “just come out and say, We made a mistake.”

While it’'s important to follow the legal requirements, Wester says, it's helpful to speak plainly when
sharing what happened and your intentions moving forward. “Data breach commentary is stilted — it’s
full of legalese,” she says. “But nonprofits and giving are all about human relationships. So we need to

distill that and make it clear”
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In addition to the apology, it's important to be transparent about what went wrong and how it will be
fixed. “The openness of what actions you're taking is a key component to regaining trust,” says Weiner.
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Target Messaging, Pay Attention to Media

Corporations tend to get bad headlines over data breaches more often than nonprofits and have
greater resources to address the problems so their responses can be instructive, says Schiller, the
researcher. The first is that corporations target their messaging to those most affected by the breach.
For example, if employees were impacted, they often raised salaries. When local community members
were impacted, they focused on doing good locally, even giving to local charities.

“They are tailoring their responses to specific stakeholders where the reputation loss is the most
tangible,” Schiller says.

That targeted approach is important for charities, too, says Shellie Bowman, a public administration

strategist who works with nonprofits.

“Have an incident response planned for your donors across the spectrum — from small to large,” he
says. “And don’t forget about your board members and volunteers if they're affected”

Major donors may need some extra attention from frontline fundraisers, says Donor Relations Group
founder Wester. “They should all be ready to have that conversation in an intelligent and

”

compassionate manner, saying, ‘| can only imagine how scary that is,” she says. They should be

available to address concerns and answer questions.

Additionally, Schiller’s research found that companies rebuilding their reputation focused on getting
media to cover their efforts to address the breach, as media generally spent a lot of time covering the

negative impacts of the hack.
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Long-Term Trust Follow-Up

There’s a popular saying that “trust takes years to build, seconds to break, and forever to repair.” While
forever is hyperbole, it definitely takes more than a single note to rebuild trust with donors.

A common mistake nonprofits fall into is making a single statement and then going silent, Wester

says.

Instead, she suggests telling the donors affected by the breach that the nonprofit will provide updates
on the investigation and security upgrades. Give specific benchmarks, such as indicating that the
organization will tell donors about its new system next month or will have a preliminary investigation
report in six months.

“You're setting expectations and a timeline,” Wester says. “Be sure to deliver on that, too. When the
time comes, say, ‘It's six months after our data breach. Here’s what we've learned. Here’s how we've
become better, and here’s what we're doing to protect you.”

Part of the long-term plans and communications should include improving security. Weiner says
having the right software, backups, and cybersecurity insurance are important steps, but so are “staff

training” to ensure user error doesn't lead to loss.
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Updating security is important to rebuilding trust with donors. Respondents in the BBB Wise Giving
Alliance survey who said they would stop giving after a hack were asked what would make them trust
the organization enough to give again. The top answers included updating security, sharing those
updates with donors, and a third party verifying that data is secure.

After that, it’s crucial to continue performing well in the months following any type of breach, adds

Bowman.

If a group has a second data breach that is even worse than the first, “all bets are off the table,” he says.

“A donor is going to say, ‘| don’t trust this organization.”

Staying engaged with donors, sharing the wins and improvements of the organization and continuing

to have an environment in which the organization values and protects data will be key.

“The long-term is proved through actions, not conversations,” Wester says. “It’s in the way you
showcase your behavior. That’s what will rebuild long-term trust. You can’t rely on, ‘Time will just heal it

and they’ll forget about it eventually’ There has to be proactive mindfulness taken towards it.”
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